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AucneTyepusaymsa Ha ayTCOpPCUHre

21 September , 2009 - 3A0 "Kamctpyn” | &)
[poMbILLIEHHOE o6opvﬂosaHme Ycnyru u CepBucbl  TeleKOMMYHUKaLmu u CBs3b

ayTcopcuHr  aucnetyepmsaums SCADA

Bonpockl co3gaHns 3heKTUBHBIX CUCTEM AUCMETYEPU3ALMN TENIOBLIX CETEN NOAHUMAKOTCS CETOAHS POCCUMIACKMMM creumanicTamMm Bee Yatle. B
aBTOMaTM3aLMM KOHTPOSIS MOKa3aHWiA NPpUBOPOB yUeTa 3aMHTePeCoBaHbl KaK TEMoceTH, Tak U KpymHble abOHEHTbI C pacnpeaeneHHol ceTbio NoTpe6eHus,
a TaKKe YNpaBnsoLLme KOMNaHuW. B 0COGEHHOCTY 3TO aKTyaslbHO 47151 OPraHn3aLuii ¢ reorpatmyecki NpOTSHXKEHHOM UH(PACTPYKTYPOiA. OfHaKO
paspaboTKa 1 MOCTPOEHMe Pa3BETB/IEHHON CeTM c60pa U 06paBoTKM AaHHbIX - 3aAa4a C TEXHUYECKO TOUKW 3peHUst HEMPOCTast, a NPUOGPETEHNE FOTOBbIX
peLUeHNii TpebyeT HeMaslbIX CPEACTB, KOTOPbIX YaCTO HEAOCTAET, OCOBEHHO B YCIIOBUSX (MHAHCOBOIO Kpu3ica. Mo3ToMy A/t MHOTVX OpraHu3aLmii
aBTOMaTM3aLMs, HECMOTPS Ha HA3PEBLLYIO HEOBXOAMMOCTb, BUANUTCS B Aa/IEKOM NepcnekTuBe. TeM He MeHee, eCTb NPUMEPbI YCMELUHOTO PeLeHNs 3Toi
3a7aum.

HaliTn goCcTynHbIli BapyaHT MOCTPOEHMS CUCTEMbI AUCTIETYEPU3aLMN CrielmanmcTam 13 BnagmBocToka MOMOrI0 yMeHMe MbICIUTL HeCTaHAapTHO. M aes
3aK/10YAETCA B CO3LaHNN HE3aBUCKMOIA CeTy cbopa AaHHbIX Ha 6a3e NpeanpuAaTUS, YCTaHaBMBAIOLLErO ¥ 3KCNNYaTUPYIOLLEro Y3/bl y4eTa TenaoBoi
3Heprun. BmecTto Toro Ytobbl NpojaBaTh CBOMM K/IMEHTaM LOPOrocTOALLMIA MPOrpaMMHO-annapaTHbIA KOMMIEKC AN IMYHOTO NO/b30BaHus, 34eCh UM
npegnaratoT ycayry AucneTyepusaLiv Kak 0fgHY 13 CePBUCHBIX ONLUIA. 3a pasbsCHEHMAMU O CTPYKTYpe 1 paboTe CUCTEMbI Mbl 06PaTUANCH K
ncnonHutensHomy aupektopy 3A0 «BUPA» KOp3uHy borgaHosy.

VHhopmaLmoHHast Bpeska

C 1994 roga 3A0 «BUPA» cneumanuanpyeTcs Ha paspaboTKe CUCTEM MOHUTOPUHIA, KOMMEPUYECKOrO U TEXHONOMMUECKOro y4eTa 1 perynnposaHms
Ten/oBoi SHeprum, a Tak>Ke BOfbl, Napa, rasa, NULEBbIX 1 HeghTenpoayK ToB. KoMMnaHus CTana N1MoHepoM Mo BHeAPeHNo 6eCrpoBOAHbIX TEXHONMOTHiA B
cthepe KOMMEPUYECKOTO0 yueTa Tenno3Hepropecypcos B MpuMopckom Kpae. CeroaHs OfHUM 13 OCHOBHbIX HAaNpaBneHuii ee AesTeNbHOCTY SBNSETCA
NPOEKTUPOBaHNE, MOHT&>K U NOCAeAYIOLLAs IKCNyaTalus Y3708 KOMMEPUYECKOro yueTa Tenj0Boi sHeprum Ans opraHusaumii MpuMopcKoro Kpas.

FOp3uH KOpbeBnY, KakMMU 0COGEHHOCTSIMM 061aJaeT MCMO/b3yeMas KOMMaHWeln cucTema cbopa 1 06paboTKM AaHHbIX, HA OCHOBE KaKUX peLLeHNi
OHa NOCTPOeHa 1 Kak paboTaeT?

MHhopmaLmoHHo-aHanmTuyeckas cucteMa «CKYTEP» - 370 Hawwa pa3paboTka, ocyLLecTBeHHas coBMecTHO ¢ [1BO PAH. Ee npombliLuneHHas Bepcums
6bina rotoea k pabote B 2006 rogy. KntoueBas 0CO6EHHOCTb CUCTEMbI 3aK/HOYAETCA B YHUKASIbHBIX BO3MOXHOCTSAX aHann3a PeTPOCNeKTUBHOM NHopmaLmum,
JOCTYMHbIX BCEM HaLLWUM KMEHTaM.

Ecnu roBopuTb 0 TEXHUKE, TO OCHOBY KOMI/IEKCA COCTaBNAET YHMBepCaibHas NporpaMmMHas niatopma, Kotopas CoaepuT 6a3y AaHHbIX U NOMHbIA Habop
CPeACTB ANs UX cUcTeMaTu3aumm 1 06pabotku. B 6a3y ¢ NprbopoB yyeTa NOCTyNatoT pe3y/bTaTbl U3MEPEHUIA MapamMeTpoB TeN0HOCUTeNs. B ganbHewem
3TW AaHHble UCNOMb3YIOTCA AN KOHTPOA paboThl TENMOBLIX CUCTEM U Y3/10B YUETa, (JOPMMUPOBAHUSA aHAIUTUYECKMX W (DUCKANbHBIX OTYETOB, MOCTPOEHMA
HeobX0AMMbIX rpauKoB 1 anarpamm. [lenaercs 310 ¢ MOMOLLbIO HE3aBUCUMbIX MpOrpaMMHbIX Mop,yneﬁ KOTOpble MOTYT 06aBNATLCA K CUCTEME MO Mepe
Heo6x04MMoCTH. Taknm o6pa30M 1cnonb3yemas nnatopma SBASeTCA MOLY/NbHOM 1 paclumpsemoil. CucTema paboTaeT no TeXHONOoruu
«KNMeHT-cepsep» . K eanHoli 6ase flaHHbIX KNMEHTCKIME MPUNOXKEHUS NONYYaloT JOCTYN N0 NOKaIbHOI CeTW, pean13osaHHoii Ha 6ase npoTokonos TCP/IP
[2] ¢ ucnonb3oBaHnem cTaHaapTHbIX CpecTB obmeHa faHHbIMU OC Windows. MOHUTOPUHT y3/10B y4eTa OCYLLECTB/SETCA C UCMO0/b30BaHWEM
SCADA-cuctembI[3] Trace Mode 6[4].

A 4TO0 HaxoanTCA C ApYroli CTOPOHbLI? Kakve npnbopbl y4eTa Bbl ycTaHaBMBaeTe CBOMM 3aKasyunkam?

MbI paboTaem TONbKO C HaZEXHbIM, NPOBEPeHHbIM 060pyA0BaHMeM. YT 06bl NOCTPONTb 3WEKTUBHYIO CUCTEMY AUCTIETYEpPU3aLMU, HYXKHBI
0TKa30yCcTONUMBbIe NPMBOPLI yUeTa C BbICOKUM KNaccoM TouHocTU. KpoMe Toro, ropasao yaobHee UCnonb3oBaTh COBPEMEHHbIE PELLEHNS, KOTOpbIe
MO3BOASKOT CHUMATb AaHHbIe Pa3NyHbIMU cnocobamu. Mo3TOMY Mbl COBETYEM CBOMM KMEHTaM I'IpI/I06pETaTb KayeCTBEHHOE 060PYLOBaHME N HY>KHO
CKa3aTb, 4TO 3TO NPUHOCUT NNoAbI. Tak, CerofHs B COCTaBe CUCTeMbl paGoTaoT npuéopsl MULTICAL ©. Boo6Lue Hy><HO 3aMeTUTb, 4T0 6naroaaps
CBOVM Ka4yeCTBEHHbIM Xapak TepucTyKaM Tennocye TUUKY npomssocTsa Kamstrup nonyyumnm 8 MpMMOPCKOM Kpae LUMPOKOE PacnpocTpaHeHue: no
HalLKM oueHKam, nopsgka 1500 y3noB yyeTa B permoHe nocTPOeHb! Ha ux 6ase.

Kakwe KaHasbl nepefadn MHGOpMaLmMy NCnonb3yeT cucTema?

TeopeTn4eckn OHN MOTy T 6bITb CaMbIMM Pa3HbIMU: HAYMHAsA C PyYHOro COopa AaHHbIX Ha HOY TOYK abOHeHTa 1 3aKaHuMBas ANCTaHLMOHHbIM
aBTOMaTUYeCKuM onpocom yepe3 GSM, GPRS um Ethernet-kaHan. Ha npakTvike Mbl TpUMeHsieM B OCHOBHOM GSM-CBS3b. OT0 HUKOUM 06pa3oM He
CBA3aHO C KaKMU-1nb0o 0cobeHHOCTAMM paboTbl CUCTeMbI. [leno B TOM, YTO penbed) MeCTHOCTM Y HAC O4eHb HEMPOCT O/, B OCHOBHOM COMKW, MO3TOMY
c60p AaHHbIX APYrMMK Cnocobamn 3aTPYAHEH B Cuny reorpadnyecknx 0Co6eHHOCTel pernoHa.

A Kak BallM KMEHTbl pacCpefoTOuUEHbI MO PErvioHY U HACKO/bKO OHM yaeHbl 0T LeHTpa c6opa UHGopmauumn?

Jdymato, 10 500 KMNOMeTPOB, BO3MOXKHO M 6ofbLUe. PaccpeoToueHbl NPOn3BObHLIM 06pa3oM. ECM FOBOPUTL C TOUKN 3PEHUs aAMUHUCT PaTUBHOMO
[enexuns, To 3To 10-12 paitoHoB, NPUMEPHO No0BKUHA MPUMOPCKOro Kpasi. S MMeto B BUAly TeX, KTO MOAKM0UEH K CUCTEME, a Tak Mbl pa6oTaem Mo Beeii
TeppuTOopum Kpas.

CucTeMa 0XBaTbIBaeT pasfinyHble 06bEKTbI, KOTOPbIE Mbl 06CAY>KMBAEM: LLUKOMbI, GONBHNLbI, [eTCKME Cafibl, YKWU/ble 0Ma, TOProBble KOMMNEKCh,
CMOPTUBHbIE COOPY>KEHMS, KOTE/bHble. MOAKII0YEHNE K CUCTEME He NOAPa3yMeBaeT HUKAKON nepapxuu. A BOT Ha NPOrpaMMHOM YPOBHE BO3MO>KHO
no6oe nogpasgenexne. basa faHHbIX N03BONSET feaThb BbIGOPKY MO CaMbIM pasHbIM MPpU3HaKaM: N0 UCTOYHWKY, N0 OTBETCTBEHHOMY CeLuanmcTy, no
TeppUTOPUANEHOMY MONOMKEHUIO, MO BEAOMCTBAM U T.[.

Bbl ckasanu, 4To 06Cny>KMBaeTe Y3/bl y4eTa, yCTaHOB/EHHbIE B KOTE/bHbIX. Peub naeT 06 0TONUTENbHbIX CUCTEMAX KaKUX-TO NPeanpusiTuin?
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HeT, 3T0 HeckonbKo KoTenbHbIX KIY T «MprMTennosHepro». OHM pacnono<eHbl B pasHbIX ropogax, a nepep ronoBHoii opraHusaumeil Bo BnagneocToke
[OMKHBI 0TUNTBIBATHCA eXKeHesHo. Mo ToMy M ya06Hee BCEro NoyyaThb AaHHbIE M0 KaHany NpsiMoro A0CTYyna.

To ecTb (haKTUYECKMN Bbl MOXKETE 0Ka3blBaTb MPeANpPUATUAM (B TOM YKC/E U TENIOCETAM) YCIYrn AUCneTUepU3aLMm Ha yC0BUAX ay TCOPCUHra?
KakoBbl pecypcbl CMCTEMBI?

B NpUHUUNE MO>KEM, NOYEMY HET. CerofiHa K cucTeme NOLKNHOYEHO BCErO nopsaka 250 abOHEHTOB, HO pa3pa6aTb|BanaCb OHa C pacyeTOoM COBCEM Ha MHbIE
MOLLHOCT Y. Mbl MO>KeM OJHOBPEMEHHO O6C}'Iy)KI/IBaTb HECKO/IbKO ThICAY Y3/10B y4eTa, PaCro/ioXKeHHbIX Ha 3HAUNTENbHOM YyaaneHun. TeopeTUYeCcKy 3To
YNCNO MO>KHO YBEMYNTDb N A0 AECATKOB ThICAY, OJHAKO CErogHA B perMoHe NpoCcTO HET TaKoro KoimyecTsa TENI0CHeTUYMKOB.

Kaknm 06pa3omM npoun3soamTcsi c60p AaHHbIX? CyyatoTcst i c6om B paboTe CUCTEMbI?

[aHHble ¢ NpGOPOoB NOCTYNAKT B 6asy aBToMaTHYecK/. KOMNbIOTepbI eXKeiHEBHO, N0 3a/jaHHOl NporpaMme, onpalLmMBalT Npreops! yyeTa no GSM
-KaHauty. O6bIYHO 3T0 NPONCXOANT HOUbK. ECAN FAe-TO CBA3b NpepbIBaeTCA, TO NOMbITKA 403BOHA NMPOU3BOAUTCS HECKO/BKO pas. Y TPOM aucneTyep
BUAMT, KaKue Npubopbl Tak W He BbILLAM Ha CBSi3b. OfHAKO 3TO eLle He NoBof AN TPpesoru. Mpo6aembl MOTYT GblTh 06YCNOBNEHbI CAMbIMU Pa3HbLIMU
npUYMHaMK, B TOM YKCNe NOTOAHBIMW YCNOBUAMN. ECAN dKe CUTyaums NoBTOPSETCA U Ha ClefytoLLmii AeHb, TO NOMbITKa YyCTaHOBUTb CBA3b NPOMU3BOANT CS
[HEM aucneTuyepoM. Mocne 2-3 HeyAauHbIX NONbITOK Mbl CBA3bIBAEMCS C NOTPe6uTeneM. VIHorga okasbiBaeTCsl, YTO Ha 06bEKTE NPOCTO HET
3NeKTpUyecTBa.

A Kak abOHEHT MOXKET NnonyynTb AOCTYN K ,anHbIM? I/IcnonbsyeTe JIN Bbl X CAMW 1 C KaKoM Ll|eﬂb}0?

KoHeuHo 1cnonb3yeM, Befib 9T0 Halla paboTa. Mbl KOHTPOMMPYeM paboTy NPUGOPOB yueTa AN aHaM3a U BbISBNEHS NPOBNEMHbBIX 0GbEKTOB: CleauMm,
YTO06b! He 6bI0 NPEBbILLIEHNS PACX0aa, aBapuii n T.4. KpoMe TOoro, Mbl (DOPMUPYeEM eXKeMeCSUHbIE 0TUYeThI, KOTOpbIE HAMPABNSIOTCS U KIMEHTY, 1 €ro
MOCTaBLLKY TeMn/oBoi 3Heprun. To eCTb /151 HUX 060X BCe MPOMCXOAUT aBTOMATUYECKM, TOYHO TaK >Ke, Kak 1 B TennoceTsX ¢ CO6CTBEHHOI
cucTeMolt aucneTuepusaumn. Takum 06pasom, NoKa Bee XOpoLLO, Hallia paboTa HeBUaMMA.

EC/M KNMeHTa MHTEPECYIT AeTanm, Kak, Hanpumep, B Ciydae C BeOMCTBEHHbIMMU FpynnamMi 06beKTOB, TO Mbl KaXK/blil MECSIL| Harpasnsem emy
NoApOGHBLI 0TYET, ¢ Tabnmuamm, rpadukami 1 guarpaMmmamu, rae NpeAcTaBneHbl BCe pesynbTaThl, B TOM UYUC/e 1 SKOHOMUUECKNE, B PyONsiX.

KNnMeHTbl 1 camMy MOTYT MOAYYNTb JOCTYN KO BCEM AaHHbIM, NpUYeM B Nto60ii yA06HbIA MOMEHT. C 3TOro 0TONUTENLHOIO CE30HA Mbl Ha4am
npefocTaBnsTh BCEM abOHEHTaM yCyry yaaneHHoro gocTyna K uHpopmaumm yepes Haw cainT www.infovira.ru Boiigs nog cBOMM MeHeM, a6OHEHT
MO>XeT MOCMOTPETb, HANpUMep, rpaduky TennonoTpebieHns 3a MHTEPECYIOLLMIA ero NepUoA, CBOAHbIE Tabnuubl, NOCMOTPETb TEXHUYECKYHO
MHhopmaLmMio No 06beKTaM, a Tak>Ke chopMnpoBaTh OTUET A5 TennocHab>KartoLLeli opraHuaLmn.

FOp3auH KOpbeBnY, Hall 3aKNOUNTe/bHBIA BOMPOC NPOCTO HE MOXKET ObITb MHbLIM, YHATbIBAas CYLLECTBYHOLLYIO Ha CEr0AHS SKOHOMMWYECKYIO
cMTyaumio. PeHTabenbHbl I CErogHA AN1s NoTpebruTeneli CNoXKHbIe TeXHUYECKe peLleHna? UTo AaeT KOMMNaHUM UCMo/b30BaHUe CUCTEeMbI?

YTo KacaeTcs NoTpebuTenei, TO 34eChb BCe O4EHb MPOCTO. Ecn y HUX He GyAeT BO3MO>XKHOCTYW CBOEBPEMEHHO NPELOCTAaBNATh 0TYETHOCTb TENN0BON
KOMMaHuu, T0 cyeTa um ByayT BbICTaBNsTh N0 HOPMaTMBY. PasHuLa MO>KeT COCTaBUTb 60/ee YeM 3HAUMTENbHYK0 CYMMY, MPUYEM HE B NONb3y
noTpebuTens. Hy>kHo ckasaTb, YTO Ceiiyac 3TO XOPOLLO MOHNMAKT U B YaCTHbIX KOMNAHWAX, 1 B TOCYAapCTBEHHbIX YYpe>KaeHnsx. Hanpumep, B 3ToM
rogy Mbl NOAYYNAM 3aKa3 0T 6OMbLLOI rocyAapCTBEHHON CTPYKTYPbl HA MOHTaXK y3/10B yueTa Ha 15 06bekTax. CBOI BbIGOP 3aKka3unK OCTaHOBW/ Ha
npubopax MULTICAL® 601, a 3T0 roBOPUT O TOM, YTO 3HeprocbeperaroLLe MeponpusTUA NPOBOLATCA He «4/15 raloukn». CTOUMOCTb >Ke
MHOPMALMOHHOIO 06CY>KUBAHMS, MO HALLWM NOACYeTaMm, COCTaBnAeT B cpefHeM He 6onee 5% 0T TOi 3KOHOMUM, KOTOPYI NPUHOCUT aboHeHTY
ycTaHOBKa Tennocye TunKa.

MbI camu, 6narogaps UCNonb30BaHWI0 CUCTEMbI AMCTeTHYEpPU3aL KM, 3KOHOMUM BPEMS], YeNOBEYECKME U TEXHNYECKIE PECYPChI, & BCE 3TO - XKMBbIE [EHbIW.
Kpome Toro, ceifiuac Mbl pacronaraem BO3MOXKHOCTSIMU, KOTOPbIX paHbLLe He UMenU. 3UMOiA, B Henorogy, A06paThcs 4O MHOTUX YAaNeHHbIX 06bEKTOB
MO>KHO B flyyLLIeM Clyyae pas B MecsiLl, NO3TOMY HY O KaKOM OnepaTVBHOM MOHUTOPWHIE He MO0 GbITb U peun.

Peann3oaHHOe BAaAYBOCTOKCKAMM CreypanncTamm peLleHne npeacTasnaeTCca CerofHa He NPOCTO MHTEPECHbLIM, HO NO-HACTOALLEMY PEBO/IOLMOHHBIM
[ POCCUICKOrO TenNOCHab>KeHNs C TOYKN 3PEHNS SKOHOMUYECKOI 1 OpraHn3aLnMoHHON LienecoobpasHocTu. JeliCTBUTENLHO, ANS MHOTVX NPEANpUSTUiA,
TennocHab>KatoLwmx KOMNaHui  MyHULMNabHbIX 06pa3oBaHuil 3T0 eNHCTBEHHAS BO3MOXKHOCTb MONYYNTh B CBOE PACMOPS>KEHME NO-HAC T osiLLEMY
3thcheKTMBHYIO cMCTEMY yueTa Tenna 6e3 3HaunTeNbHbIX AONOAHNTENbHbIX 3aTPAT. 03 TOMY X0UeTCA HaAeAThCs, YTO NoAe3HAA MHALMATMBA NOAYUUT
[OCTOIHYI0 NOAJEP>KKY, & HOBbIV ONbIT HaiAeT NPUMEHEHNE 1 B APYTUX PETVOHAX CTPaHbI.

VIHTepBblo MOATOTOBNEHO Npecc-Cy>K6oii Kamstrup

[1] KnuneHT-cepBep - ceTeBas apxXMTEKTYpa, B KOTOPOIA YCTpOIiCTBa ABNAKOTCA NGO KNMeHTaMu, Mbo cepeepamMu. KnMeHTOM SBNSETCS MallvHa,
ocyLecTeasoWan 3anpoc (Hanpumep, MK), cepeepom - MallvHa, KOTopas 06pabaTbiBaeT 3TOT 3anpoc, NPOU3BOANUT HEOOXOAMMbIE BbIUMCIEHMS, (POpMUPYET
OTBET W OTNPaBAseT ero KAmeHTy. O6a TepmMmHa (K/IMEHT M CepBEP) MOTYT MPUMEHSATLCA Kak K (PU3NYeCKVUM YCTPOIACTBaM, Tak 1 K MPOrpaMMHOMY
obecneyeHuto.

[2] TCP/IP (aHrn. Transmission Control Protocol/Internet Protocol) - cobupaTenbHoe Ha3BaHMe A/151 CETEBbIX MPOTOKO/OB Pa3HbIX YPOBHEN,
UCMOb3yeMbIX, B TOM YUCAeE, B CETW VIHTEpHET.

[3] SCADA (cokp. oT aHrn. Supervisory Control And Data Acquisition - ccTema AUCneTYepcKoro KOHTpons u c6opa faHHbIX.

[4] Trace Mode - 3T0 SCADA-cucTeMa LUMPOKOr0 Ha3HavYeHUs, NpeaHa3HavYeHHas Ansa pa3paboTKM KpYMHbIX pacnpejeneHHbIX aBTOMaTU3MPOBaHHbIX

CUCTEM yNpaBneHUs TEXHOIOrMYeckuMm npotieccamu. Trace Mode cosgaHa B 1992 rogy dmpmoii AdAstra Research Group, Ltd (Poccusi) u K HacTosiLemy
BpeMeHU umMeeT cBbiwe 15000 nHcTannsuuin. Cuctembl, paspaboTaHHble Ha 6a3e Trace Mode , LLMPOKO NPUMEHSIIOTCA B 3HEPreTUKe 1 KOMMYHabHOM
xozaiictee Poccum.



